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Introduction

The Encore system integrates with the Cisco UCM via the Cisco TSP Server. This integration allows the
Encore system to successfully perform the following functions:

e Audio Collection — Capture the audio that needs to be recorded. If using Cisco Built in Bridge
(BIB) Recording or Station-side RTP Packet Capture, the audio recording can be generated as
either a stereo or mono recording file.

e Recording Control — Receive the necessary events that signal when the Encore must start and
stop recording.

e Data Capture — Receive data associated with the call.

Supported Data Capture

The following is a list of the supported data elements that can be collected with each recording. Not
every element is applicable for each call. For a description of each data element, refer to “Appendix 2:
Glossary” on page 25.

e ACD Name! e Device Name e Hold Duration

e ACD Number!? e Dialed Number e Other Call Identifier

e ANI/Caller ID e DNIS/Called ID e Other Party Name

e (Call Direction e Extension e Other Party Number

e (Call Origin e Fin Call Type? e Recorded Party Number
e Connected Identifier e Fin Team Name? e Redirecting Identifier

e Consultation Call e Global Call Identifier e Redirection Identifier

1. Available if using the Cisco UCCX or Finesse applications

2. Avdilable if using the Cisco Finesse application

Supported Recording Features

The following matrix should be used to determine which audio collection is best for your business needs.
If you find that more than one collection method will work for you, talk to your Encore representative
about which method is more cost-effective. For a description of each feature, refer to “Appendix 1:
Glossary” on page 25.

AUDIO COLLECTION METHOD

RECORDING FEATURE STATION-SIDE RTP PACKET SUBSCRIPTION-BASED SIP
CAPTURE (PASSIVE CAPTURE) AUDIO STREAM

Max. Recording Ports per Server 500 500

Record External Calls YES YES
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AUDIO COLLECTION METHOD

RECORDING FEATURE STATION-SIDE RTP PACKET SUBSCRIPTION-BASED SIP
CAPTURE (PASSIVE CAPTURE) AUDIO STREAM

Record Internal Calls YES YES

Record Encrypted Calls

Related Call Lookup YES YES
Suspend/Resume on Hold YES YES
Extension Mobility YES YES
Single Number Reach NO YES
Shared Line Recording® NO YES
Cisco Finesse Data Capture? NO YES

1. Forshared lines and multi-line phones using a different extension for each recorded (sub) line, Encore does not support screen
recording. Also, Encore is unable to capture the agent name since many agents may use a shared line. This prevents Encore from
associating a recording with a specific agent which will affect the evaluation process.

2. Cisco Finesse Data Capture cannot not be used with Shared Line Recording.

Software and Hardware Requirements

SYSTEM SOFTWARE REQUIREMENTS

Cisco system e Station-side RTP Packet Capture
o Cisco UCM v10 or later
e Subscription-based SIP Audio Stream
o Cisco UCM v10 or later

Encore system e All audio collection methods
o The 64-bit TSP Client is required.
o The Cisco TSP Server software must be installed on the Encore
server
o Encore communicates with Cisco over TCP/IP port 5060 and UDP
ports 40000 — 49000. Verify the network configuration or firewall
is not blocking these ports.

SYSTEM HARDWARE REQUIREMENTS

Cisco system e Station-side RTP Packet Capture
o Phones must be configured to use one of these codecs: G.7113,
G.711u, and G.729
o Span port on network to route all RTP traffic for recorded stations

Cisco UCM Integration Guide 4



to Encore server

o DHCP IP address reservation or static IP assignment for each

station to be recorded
e Subscription-based SIP Audio Stream

o Phones must support the BIB (Built-In Bridge)

o Cisco publishes a list of phones that support the BIB on their
website. Reference the Device-based (built-in-bridge) RTP-
Unencrypted Media column in this link:
https://developer.cisco.com/site/collaboration/call-control/uc-
manager-sip/faq/supported/index.gsp. Consult your Cisco expert
for the latest list.

o You may also generate a report on your CUCM system that
provides a list of supported devices for your CUCM version. See
“Step 1: List of Devices” on page 8 for steps to generate this
report.

o Phones must be configured to use one of these codecs: G.7113,
G.711u, and G.729

Encore system e No special hardware is required

Certification
As of February 2015, Encore v6.0.1 is certified to operate with Cisco UCM 10.5.1.10000-7.

Documentation Overview

This document provides integration information for a specific phone system. It helps a user to
understand the features and benefits of the integration as well as what needs to be configured on the
phone system. Conventions used in this guide include:

1. Computer commands needed to complete a task appear like this: Sample (in black)
2. Keyboard strokes that need to be entered appear like this: [Sample]

The screenshot examples in this guide were taken from Cisco UCM v7.1 and v8.5, and may vary from
other versions of the Cisco UCM software.
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Overview

This section provides an overview of each audio collection method. For simplicity sake, the diagrams
only display a single Encore server but there can be multiple Encore servers depending on the number of
stations to be recorded.

Station-side RTP Packet Capture

If using Cisco UCM v3 up to v6.1, use the Station-side RTP Packet Capture method to record calls. This
audio collection method also works with systems using a version of UCM that is later than v6.1.

This method uses a span port to collect the RTP audio packets directly from the network segment that
includes the VolP traffic. Based on the TAPI messages received from the Cisco UCM and sent to the Cisco
TSP (installed on the Encore server), the Encore server collects the RTP packets for a specific IP or MAC
address. It then converts the RTP data to an audio recording file and collects data associated with the
call from the TAPI messages.

_odmage - Cisco Unified IP Station
1 Communications Manager

LRSI T e—S— o
_ T1,E1, PRI 4 .
T—o7 orAnalog : ' -
5 Manaaed Switch IP Station r

o

Span (Mirrored) Port

W | o
BB

Encore Recording Server Screen Recording Server
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Subscription-based SIP Audio Stream

This audio collection method works with systems using Cisco UCM v6.1 or later. It uses the events
received from the Cisco TSP Server installed on the Encore server to start and stop recording. Encore
collects data associated with the call from the TAPI messages.

NOTE Busy Hour Call Completions (BHCC) is the number of expected calls completed during the Busy
Hour. For sizing CUCM and traffic analysis, each recording session adds two calls to BHCC.
(Source: "Silent Monitoring & Call Recording”, SIPTrunkMonitoringRecordingOverview.ppt, Cisco
Systems, Inc.)

=

_oamaee Cisco Unified IP Station
h Communications Manager

PSTN  ——

3 7 T1,E1,PRI : »
W Anaiog 3 -
i IP Station d

TA;‘P' Encore Recording Server

L

Screen Recording Server

In order to obtain the audio from the phone stations, Encore uses the Cisco Call Recording feature
configured in the Automatic Recording mode. After an agent call becomes active, two server calls are
made to the Built-in Bridge (BIB) of the agent phone. The agent phone automatically answers. Two
server calls are then redirected to the Encore server to provide audio using SIP protocol. This is
accomplished by assigning a directory number to the Encore server and configuring a route pattern for
the SIP trunk.
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Configure Cisco System

The steps to configure the Cisco system are based on Cisco UCM v8.5 and the screen shots of the Cisco
UCM are based on Cisco UCM v7.1 and v8.5. Your screens may be different. It is assumed that the
reader has a working knowledge of Cisco UCM and only needs specific configuration assistance.

Only complete the steps in this section if using the Subscription-based SIP Audio Stream method to
record calls.

Step 1: List of Devices

Agent devices must be able to fork media for recording. The list of devices that support the recording
feature varies per version and device pack.

Complete the following steps to generate a complete list of devices that support recording for a
particular release and device pack.

1. Start Cisco Unified Reporting by using any of the methods that follow. The system uses the Cisco
Tomcat service to authenticate users before allowing access to the web application. You can
access the application by:

2. Choosing Cisco Unified Reporting in the Navigation menu in Cisco Unified Communications
Manager Administration and clicking Go.

3. Choosing File | Cisco Unified Reporting at the Cisco Unified Real Time Monitoring Tool (RTMT)
menu.

4. Entering https://<server name or IP address>:8443/cucreports/ and then entering your
authorized user name and password.

5. Click System Reports in the navigation bar.

6. Inthe list of reports that displays in the left column, click the Unified CM Phone Feature
List option.

7. Click the Generate a new report link to generate a new report, or click the Unified CM Phone
Feature List link if a report already exists.

8. To generate a report of all devices that support recording, choose these settings from the
respective drop-down list boxes and click the Submit button:

e Product: All
e Feature: Record

The List Features pane displays a list of all devices that support the recording feature. Click the
up and down arrows next to the column headers (Product or Protocol) to sort the list.
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Step 2: Configure Application User for CT Gateway

TAPI security requires an application user to be configured on the switch for the Encore server.

1. Loginasa CUCM administrator on the switch.

2. Move the mouse pointer over the User Management option and select Application User from the
drop-down menu.

3. Click the Add New button at the bottom of the window to add a new user.

4. Enter the user identifier (EncoreServer is recommended) and a password.

WEWLETTY Cisco Unified CM Administration

aliln  Cisco Unified CM Administration
CI5€0  por Cisco Unified Communications Solutions

CiscoAdmin Search Documentation About Logout

Call Routing » Medis Resources »  Advanced Festures »  Device » ion »  User » Bulk ini ion = Help =

System =

GEELNED S Back To Find/List

Application User Configuration

LB Save

r Application User Inf ion
UserID* EncoreServer
Password sessnnes
Confirm Password PO
Digest Credentials
Confirm Digest Credentials
BLF Presence Group* Standard Presence group -
DAccept Presence Subscription
DAccept Cut-of-dialog REFER
DAccept Unselicited Notification
DAccept Replaces Header
[ Device Inf ion
Ayailable Devices Assistant_RP ~
Auto-registration Template |—| Find more Phones
SEP44ADDOD44FET = = =
SEP44ADD9D49FDE Find more Route Points
SEPFO7816A29ADS &
b et -
Contrelled Devices " 1
Auwailable Profiles 3210 -
ExtMob 3302
b et
CTI Controlled Device Profiles s
A4
L
~CAPF Inf
Associated CAPF Profiles &
T | Wiew Details
Groups -
[ Add to Access Control Group ]
[ Remove from Access Control Group ]
7 | Wiew Details n
| | Roles | A =

5. From the Available Devices list, select all the phone devices that need to be recorded. Click the
down-arrow button to add the devices to the Controlled Devices list. If you do not know a
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phone’s device name, use the Find more Phones button to locate it. Select the devices you
would like to add and click the Add Selected button at the top of the window to accept them.

Find and List Phones RS EENUE Actively Logged In Device Report
=

Status:

@ 6 records found

Phone (1-60f6) Rows per Page 50

Find Phone where Device Mame ~ begins with » SEP Clear Filter E

Select item or enter search text o

] Device Name(Ling) * Description Dewice Pool Erotocet Status TPvd Address  Copy CD:"
0 % SEP44ADDSD44F67 3202 Default-AGE SCCP MNone MNone i) s J
0 =2 SEP44ADDID49FDE 3201 Default SCCP None MNone aY e ]
0 i SEPFO7816AZ9ADS 2210 Default sIp Registered with 172.20.6.177 [ s J
a7l .
Q5CiscolCM
B =2 SEPFO7816A29C3A 3211 Default sIP Registered with ~ 172.20.6.178 [ [
Q5CiscolCM
[l SEPF41FC266673E 3203 Default SCCP  Registered with  172.20.6.175 [3 [
Toe2 .
Q5CiscolCM
0 2 SEPF41FC267A915 3204 Default-AGG SCCP  Registered with  172.20.6.176 [y [
e .
Q5CiscolCM
[ Select All ] [ Clear All ][ Add Selected ][ Close ]

WARNING Only add phone devices that need to be recorded to the Controlled Devices list. CT
Gateway uses this list to determine which devices to record.

After all phones have been added to the Controlled Devices list, scroll down to the Permissions
Information section and click the Add to Access Control Group button on the Application User
Configuration window shown on page9. The following window opens; click Find.

Find and List Access Control Groups

Access Control Group

Find Access Control Group where Mame begins with Clear Filter E]

Ne active quary. Pleass anter your ssarch critenia using the options above.

Cisco UCM Integration Guide
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7. Select the following Groups and click the Add Selected button at the top of the window:

e Standard CTI Allow Call Recording

e Standard CTI Enabled

e Standard CTI Allow Control of Phones supporting Connected Xfer and Conf
e Standard CTI Allow Control of Phones supporting Rollover Mode

Find and List Access Control Groups

£ Seleotal HH ClearAl 5y Add Sekected [T Glose
Access Control Group (1 - 29 of 20) Rows per Page 50 «
Find Access Contral Group where Mame begins with  « Clear Filter E]

Admin-2rd Party API

Application Client Users

Standard AXL APT Users

Standard Audit Users

Standard CAR Admin Users

Standard CCM Admin Users

Standard CCM End Users

Standard CCM Gateway Administration

Standard CCM Phone Administration

Standard CCM Read Only

Standard CCM Server Maintenance

Standard CCM Server Manitaring

Standard CCM Super Users

Standard CTI Allow Call Manitaring

Standard CTI &llow Call Park Manitering

Standard CTI Allow Call Recording

Standard CTI &llow Calling Number Madification
Standard CTI Allow Cantral of All Devices

Standard CTI &llow Control of Phones supparting Connected Xfer and conf
Standard CTI &llow Control of Phones supparting Rollover Mode
Standard CTI &llow Reception of SRTP Key Material
Standard CTI Enabled

Standard CTI Secure Connection

Standard Confidential Access Level Users
Standard EM Authentication Proxy Rights

Standard Packet Sniffer Users

< = = i

Standard RealtimeAndTraceCollection

8. Click Save.

Step 3: Configure Cisco UCM to Send Audio

This section configures the CUCM to send audio to the Encore server:

e Turn on the IP phone BIB to allow recording

e Configure tones for recording

e Create a SIP trunk that points to the Encore server

e Create a Route Pattern Definition for the Encore server
e Create a recording profile

e Enable recording for a line appearance

e Limit codec usage for recording calls
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Complete instructions for configuring the Call Recording feature for CUCM are detailed in Cisco
documentation. The information pertinent to Encore has been extracted for this guide.

Turn on the IP phone BIB to allow recording

This step enables the Built-in Bridge (BIB) feature of the agent’s phone so that its calls can be

recorded.
1. Loginasa CUCM administrator on the switch.
2. Select the Device | Phone menu option in the Cisco Unified CM Administration.
3. Click the Find button.
4. In the Device Name (Line) column, click the link for the device you need to record.
alial  Cisco Unified CM Administration aviga Cisca Unified CM Administration o, | Go
CISCO gy Cisco Unified Communications Solutions cccoAd sarch D
System » Call Routing » Media Resources »  Advanced Features »  Device » ion » User » Bulk ink ion »  Help »
d and List Phones Related Actively Logged In Device Report » | Go
;‘l]:AddNeu :||:SelemA.IJ C.IealA.IJ .* Delete Selectad %! Reset Sskcted 7 Apply Confiy to Selectsd

»

Status:

(@) 56 recards found

Phone (1 - 50 of 56) Rows per Page 50

+ beginswith Clearfilter | [ [=]

Select item or enter search text

m

Find Phone where Device Name

| Device Name(Line) * Descriptizn Deevics Posl Dievice Protecs] Status TPvd Address Copy  Super Copy

D = SEP44ADDOD44FET 3202 Default-AGGE sccp MNone MNone i U

B B SEP44ADD3SD4SFDB 3201 Default scce None None sy i3

D = SEPFO7816A29ADS 3210 Default SIP Registered with QSCiscolCM 172.20.6.177 i U

D - SEPFO7816A29C3A 3211 Default SIP Registered with QSCiscolCM 172.20.6.178 i v

A 2 SEPF41FC266673E 3203 Default scce Registerad with QSCiscolCM 172.206.175 [ (e

D ﬁ SEPF41FC267A915 3204 Default-AGGE sccp Registered with QSCiscolCM 172.20.6.176 i v

D a‘-’r;, uccx 6601 group0-1 Default-AGGE SCCP Registerad with QSCiscolUCM 172.20.6.171 i) U

D {_!; uccx 6602 group0-1 Default-AGE SCCP Registerad with QSCiscolUCM 172.20.6.171 & U

[l '.r"-‘ uccx 6603 group0-1 Default-AGGE SCCP Registerad with QSCiscolUCM 172.20.6.171 [ [ -

Cisco UCM Integration Guide
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The Phone Configuration window (shown below) opens. In the Device Information section, scroll
down to the Built-in Bridge option. Click the drop-down arrow and select On.

alil  Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions CiscoAdmin Search Documentation About Lagout

System = Csll Routing » Media Resources »  Advanced Feastures »  Device » ion »  User » Bulk ini ion = Help =

Phone Configuration GBS ARV S Back To Find/List

o) s=ve xDelene [ corv %lﬂm & Poply Confiy oifa Add New

- Status e
@ Status: Ready ‘

r Association - Phone Type

m

Madify Butten Itzms Product Type:  Cisco 7062

Device Protocol: SCCP | 4
1 =ma Line[1] - 3201 in IP-Phone-BT

 Real-time Device Stat

2 -::: Line [2] - 3261 in IP-Phone-PT

Registration: Unknown
1Pv4 Address: None

3 -::: Line [3] - 3250 in IP-Phone-BT

4 Y5 Add a new 50

 Device Inf ion
5 Add a new 5D
o E Device is Active

6 g .AddanewSD 4 pevice is trusted

---------- Add On Module(s) ---------- MAC Address* 44ADDSD45SFDE
7 Yz Add a new SD Description 3201
8  MNone Device Pool* Default » Wiew Details
g Mone Common Device < Mone > » Miew Details
10  Maone Configuration
11 None Phone Button Template® SEP44ADDSD4SFDB-SCCP- Individual Temp
1Z  Maone Softkey Template Standard Featurs - AGG -
13 None Comman Phane Profile® Standard Comman Phane Profile 722 ~ Wiew Details
14 Maone Calling Search Space C5Ss_Allow_all -
] AAR Calling Search Space < MNaone * -
16 Mene Media Resource Group List < Mone > -
17 MNone ]
T s User Hald MOH Audic Source = pone = -
19 None g:ﬁ:‘:;k Hold MOH &udio < Naone = -
20  MNone Location® Hub_Maone -
N AAR Group < Mone > -
22  Mone
=2 | e User Loczle < MNaone = -
24  Maone Metwork Locale < None > -
25 MNone @uilt[n Eridge* On .)
26 MNone Privacy™ off —
27 None Device Mobility Mode* Default » View Current Device

28  MNone Mobility Settings

NOTE  You can also set the Built-in Bridge Enable service parameter to On and leave the
Built-in Bridge option in the Phone Configuration window set to Default.

5. Click Save. A message opens reminding you to click Apply Config to have the changes take effect.
Click OK.

6. Click Apply Config to have the changes take effect on the device now.
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If the following window appears, click OK to continue. The phone reloads its configuration. If a
call is connected the call will be preserved, but any calls that are in progress may be dropped.

Apply Configuration

— Status

@ Status: Ready

— Apply Configuration Information
Selected Device: SEPO01C58F9E288 (2020; Cisco 7961)

Note:
Please save the configuration before continuing. When you click apply config, the device may go through a
restart. When restart is initiated, connected calls will be preserved but calls in progress may be dropped.

—ﬂl Canoell

To select another device that needs these changes, locate the Related Links box in the upper
right corner and click Back to Find/List. Click Go. Repeat Steps 4-7 for each individual phone
device you need to record.

WEWLELLY Cisco Unified CM Administration

alli,  Cisco Unified CM Administration

CIS€O  For Cisco Unified Communications Solutions

CiscoAdmin Search Documentation About Logout

System » Call Roufing v Media Resources »  Advanced Festures =  Device »

Phone Configuration CREVESNELVMA Back To Find/List

Configure tones for recording

1.

If a recording warning tone is required, select the System | Service Parameters menu option in
the Cisco Unified CM Administration.

Select the server name or IP address from the Server drop-down menu.

alimln  Cisco Unified CM Administration WBWEEEE Cisco Unifisd CM Administration

CISC0 £y Cisco Unified Communications Solutions

-

Search Documentation About

CiscoAdmin Logout

System = Call Routing » Media Resources »  Advanced Festures »  Device »

Service Parameter Configuration

rStat

@ Status: Ready

[ Select Server and Service:

*

Server QSCiscoUCM--CUCM Voice/Video [Active] | v |

Service* Q5CiscolJCM--CUCM Vaice/Video [Active)

Al parameters apply only to the current server except parameters that are in the cluster-wide group(s).

Mo parameter available far this service.

Cisco UCM Integration Guide
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3. Select the Cisco Call Manager (Active) from the Service drop-down menu.

aliali,  Cisco Unified CM Administration AP Cicco Unified CM Administration o

CIS€0 o Cisco Unified Communications Solutions

CiscoAdmin Search Documentation About Logout

System = Call Routing » Medis Resources »  Advanced Features » Device »

Service Parameter Configuration

) save ﬁf’ Setto Defautt @) Advanced

r Status

@ Status: Ready

[ Select Server and Service

| »

*

Server QSCiscoUCM--CUCM Voice/Video [Active) v
Service® Cisco CallManzger (Active) |L]
All parameters : Cisco AMC Service [Active) » |re in the cluster-wide group(s).
Cisco Audit Event Service [Active) —
. Cisco Bulk Provisiening Service [Active) 3 Y
Cisco CallManage Cisco CTIManager (Active) te/Video [Active)
Cisco CTL Provider [Active) P

Cisco CallManager (Active) . Suppested Value
Cisco CallManager SNMP Servidag[Active) L
rCall Throttling: Cisco Certificate Authority Proxy Function [Active) | =
Cisco DRF Local [Active)
Code Yellow Br iz 0y DRF Master [Active)
Cisco Database Layer Manitar [Active)
Code Yellow Ey Cisco DirSync [Active) =

Parameter Name

20

Code vellow Di Cisce Directary Number Alias Lookup (Inactive] .S
Cisco Directory Mumber Alias Sync [Inactive)
Max Events All Cisco jed Functions [Active) 2000
isce Extension Mability [Active) 10

Ci
System Thrott] Cisco IP Manager Assistant [Active)

Cisco IP Voice Media Streaming &pp [Active)
~Memary Thrott Cisco Intercluster Lookup Service (Active)

Cisco Location Bandwidth Manager [Active] b
Enable Memory Throttling True - True

There are hidden parametars in this group. Click on Advanced button to see hidden parametars.

System
’7CDR Enabled Flag * Ealze + False

4. Scroll just over half way down to the Clusterwide Parameters (Feature - Call Recording)and set
the following parameters to True to allow the Recording Notification tone to be played to the
agent only, to the customer only, or to both.

¢ Play Recording Notification Tone to Observed Target — When True, tone plays to agent
¢ Play Recording Notification Tone to Observed Connected Parties — When True, tone plays
to customer

I NOTE These are global settings and apply to all recorded phones.

5. Click Save.

Create a SIP trunk that points to the Encore server

To create a SIP trunk that points to the Encore server, enter a Directory Number (DN) for the Encore
server. The DN must match a route pattern for the SIP trunk or a route list that includes the Encore

server.

1. Select the Device | Trunk menu option in Cisco Unified CM Administration.

2. Click Add New.
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In the Trunk Type drop-down menu, select SIP Trunk.

System = Call Routing » Medis Resources »  Advanced Features » Device » ion = User » Bulk ini ion = Help =
Trunk Configuration
B o
- Status -
@ Status: Ready
 Trunk Inf o =
Trunk Type* -- Mot Selected -- |L]
Device Protocel* |- Not Selected --
H.225 Trunk [Gatekeeper Controlled) =
I Inter-Cluster Trunk (Gatekeeper Controlled)
Inter-Cluster Trunk NOH'GEtEkEEiEI’ Controlled

The Device Protocol auto-populates with SIP. Accept the default Trunk Service Type.
Click Next.

In the Device Information section, enter Encore in the Device Name.

In the Device Information section, verify the Device Pool has a value selected.

Scroll down to the SIP Information section and set the Destination Address to the IP address of
the Encore server’s NIC that collects audio. Accept the default Destination Port of 5060.

Check to verify that the SIP Trunk Security Profile and the SIP Profile have values assigned in the
SIP Information section of the window.

NOTE Ensure the chosen SIP Trunk Security Profile is using an Outgoing Transport Type
of TCP.

Ensure the SIP Profile has the Enable OPTIONS Ping to monitor destination status for
Trunks with Service Type “None (Default)” unchecked in the SIP OPTIONS Ping
section of the SIP Profile Configuration.

wlal  Cisco Unified CM Administration WENEEEEI Cisco Unifisd CM Administration o

Cisco

Far Cisca Unified Communications Solutions CiscoAdmin Search Documentation About Logout

Call Routing » Media Resources »  Advanoed Features »  Device »

System »

Related Links: | co |

Trunk Configuration

g Save

Caller Inf
Caller 1D DN

»

Caller Name

Maintain Originzl Caller 1D DN and Caller Name in Identity Headers

SIP Information

[ Destination
[ pestination Address is an SRV
Destination Address Destination Address TPvG Destination Port
1* 10.1.1.25 s060

MTP Preferred Originating Codec* 71 1ulaw

ELF Presence Group* tandard Presence group
(517 Trunk Security Profils* Non Secure SIP Trunk Profile )
RErouting Calling G=arch Gpace < Mone = N

Out-Of-Dizalog Refer Calling Search Space < None =

SUBSCRIBE Calling Search Space < None >
SIP Profile® Standard S1P Profile - \n% Details W
Tgnanng T o Preference -

ion Script

441

m

Mormalization Script < none > - 2
< | 1] +
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10. Click Save.

11. Click OK if the following prompt opens, “The configuration changes will not take effect on the
trunk until a reset is performed. Use the Reset button or the Job Scheduler to execute the
reset.” Then click the Reset button at the top of the window if you would like to reset the trunk
device at this time.

12. When prompted to Reset, Restart or Close, choose Reset. After the status changes to indicate
that the reset request was sent successfully, click Close.

Create a Route Pattern Definition for the Encore server

Create a Route Pattern Definition for the Encore server’s SIP trunk. The Route Pattern number must
match the Recording Destination Address in the Recording Profile you will create in “Create a
recording profile” on page 18.

1. Select the Call Routing | Route/Hunt | Route Pattern menu option in the Cisco Unified CM
Administration.
2. Click Add New. In the Route Pattern field, enter the route pattern number you wish to create.

3. Inthe Gateway/Route List field, select the SIP trunk that points to the Encore server, or select a
route list in which the server is a member.

WEWEEEETY Cisco Unifisd CM Administration

wlilie  Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions CiscoAdmin Search Documentation About Logout

System = Call Routing » Medis Resources »  Advanced Features »  Device =

Related Links: =

Route Pattern Configuration

LB Save

- Status =
® Status: Ready

[ Pattern Definition
Route Pattern® 7300 =
Route Partition < None > -
Description
Mumbering Plan -- Not Selected --
Route Filter < Mane > I
MLPP Precedence® Default -

[ apply Call Blocking Percentage

Resource Prierity Namespace MNetwork Demain = Naone > -

Route Class* Default

Gateway/Route List* EncQAzZ36 - ) (Edit}
-’5- Route this pattern
Z) Black this pattern Mo Error -

Call Classification® Offfet -

External Call Control Profile < Mone > -

[ allow Device Override [¥] provide Outside Dial Tone [l Allow Overlap Sending [l Urgent Priarity

DREquirE Farced Autherization Code
Authorization Level* a i

4 | 1 G

4. Click Save.
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5. If the following message opens, click OK to proceed. No authorization code is needed for this
route pattern.

Windows Internet Explorer B l]

€ | The Authorization Code will not be activated.
e Press OK if you want to proceed and activate it at a later time.,
Press Cancel and check the Force Authorization Code checkbox if you want to activate it now.

Cancel |

6. Click OK if this message opens, “Any update to this Route Pattern automatically resets the
associated gateway or Route List.”

Create a recording profile

1. Create a recording profile by selecting Device | Device Settings | Recording Profile from the
menu bar.

2. Select the Add New button.
3. Enter Encore in the Name field.

4. On the Recording Calling Search Space drop-down menu, select the Calling Search Space that is
associated with the devices you intend to record.

5. Enter the previously created Route Pattern Definition in the Recording Destination Address.

alialn  Cisco Unified CM Administration
cisco

WEWLEVLLY Cisco Unified CM Administration

For Cisco Unified Communications Solutions

CiscoAdmin Search Documentation About Logout

System v Call Roufing v Media Resources ~  Advanoed Festures v Device v

Recording Profile Configuration

LB Save

r Status:

@ Status: Ready

 Recording Profile Information

[RERPESO™ Bk To Find/List v | Go |

»

m

*
Name Encore

Recording Calling Search Space  Internal-€SS
Recording Destination Address * 7309

6. Click Save.

Enable recording for a line appearance

To enable recording of an agent, set the Recording Option in the line appearance of the agent to
Automatic Call Recording Enabled.

For non-extension mobility line appearance:

1. Select the Device | Phone menu option.

2. Inthe Device Name (Line) column, click the link for the device name you need to change.
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3. Inthe Association section, click each line appearance of the device that requires recording.

alimln  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System w Call Routing v Media Resources v Advanced Features v Device v  Application v  User Mani

B Save x Delete Copy % Reset é Apply Config 43: Add New
Status
’V® Status: Ready

rAssociation —Phone Type

Product Type: Cisco 9971
Device Protocol: SIP

Eutton Items

oz Line [1] - 3210 in IP-Phone-PT

o Line [2] - 3203 in IP-Phone-PT

r Real-time Device Status

’ Registration: Registered with Cisco
37 - < ]
*ingkine [31- 3263 n [2:-Phene-PT 1Pv4 Address:  172.20.6.177
4 Add a‘new SD Active Load ID: sip95971.9-4-25R2-2
Inactive Load ID: sip$971.9-4-2-13
5 Add a new SD Download Status: None

6 Add a new SD r Device Information

---------- Add On Module(s) ---------- K4 pevice is Active
7 None Device is trusted

4. On the Phone Configuration window that opens, scroll down to the Association section and
locate the Line/Device you wish to change. Set the Recording Option to Automatic Call Recording
Enabled and set the Recording Profile to Encore.

5. Click Save.

6. If you need to select another line appearance to configure, click the Go button located to the
right of the Related Links drop-down menu.

7. Once you have made changes to all line appearances, click Apply Config and then click OK on the
Apply Configuration window to restart the device.

For extension mobility line appearance:

1. Select the Device | Device Settings | Device Profile menu option.
2. Click the Find button.

3. Select a Device.
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4. Click each line appearance of the device that requires recording.

alialin  Cisco Unified CM Administration

CISCO  r, Cisco Unified Communications Solutions

System v Call Routing v Media Resources v Advanced Features v Device v Application v  User Man:

‘ Device Profile Configuration

Save x Delete Copy Add New
= %+

[
Status

Status: Ready

rAssociation ~User Device Profile Information

| Modify Button Items | Product Type:
Device Protocol:

1 oz Line [1] - 3302 in IP-Phone-PT *

Device Profile Name

|
2 o Line [2] - Add a new DN Description \
|

---------- Unassigned Associated Items ---------- User Hold MOH Audio Source

3 ‘ Add a new SURL User Locale \

Phone Button Template*
4 Add a new BLF SD E |

Softkey Template

5 Add a new SD privacy® ;
6  sm:Add a new BLF Directed Call Park Single Button Barge ‘
CallBack Join Across Lines |
Call Park Always Use Prime Line* ‘
Call Pickup Always Use Prime Line for Voice Message™® |
10 Conference List ! Ignore Presentation Indicators (internal

5. On the Device Profile Configuration window that opens, scroll down to the Association section
and locate the Line/Device you wish to change. Set the Recording Option to Automatic Call
Recording Enabled and set the Recording Profile to Encore from the drop-down menu.

6. Click Save.
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Limit codec usage for recording calls

By default, newer Cisco phones use the G.722 codec. For recording purposes, this codec is not
supported. Complete the following steps to disable usage of the G.722 and iLBC codecs:

1. Select the System | Service Parameter menu option.

2. Select the Server Name or IP Address from the Server drop-down menu.

wliln  Cisco Unified CM Administration WEWESEEY Cisco Unifisd CM Administration

€ISC0 £y Cisco Unified Communications Solutions

-

CiscoAdmin Search Documentation About Logout

Call Routing »  Media Resources »  Advanced Festures »  Device =

System =

Service Parameter Configuration

r Status: | _

@ Status: Ready

 Select Server and Service

Server® Q5CiscoUCM--CUCM Voice/Video (Active) [+
Service* QSCiscoUCM--CUCM Vaice/Video (Active)

m

All parameters apply only to the current server except parameters that are in the cluster-wide group(s).

| No parameter available for this service.

3. Select Cisco CallManager (Active) in the Service drop-down menu.

4. Scroll down to Clusterwide Parameters (System — Location and Region) section and change the
G722 Codec Enabled and iLBC Codec Enabled values to Enabled for All devices Except Recording-
Enabled Devices.

Cisco Unified CM Administration

Mavigation

alil  Cisco Unified CM Administration
CISC0 £y Cisco Unified Communications Solutions

CiscoAdmin Search Documentation About Logout

Call Routing »  Media Resources »  Advanced Festures »  Device =

System =

Service Parameter Configuration G ELL R B Parameters for All Servers

BED ﬁﬁ, SettoDefaur @ Advanced

| Asynchronous SOL Logging Enabled ™ False - False oL
rcl i {5y - Location and Region)
Enforce Millisecond Packet Size * True - True
Locations Trace Details Enabled * False » False
Preferred G.711 Millisecond Packet Size * zZ0 ~ 20
Preferred G.722 Millisecond Packet Size * z0 - 20
Preferred G.723.1 Millisecond Packet Size * 30 ~ 30
Preferred G.729 Millisecond Packet Size * 20 - 20
Always Use Preferred G725 Packet Size Far SIF False » False
Trunk Answers *
Preferred GSM EFR Bytes Packet Size * 21 - 31

G.711 A-law Codec Enabled * Enabled for All Devices » Enabled for All Devices

G.711 mu-law Codec Enabled * Enabled for All Devices

G.722 Codec Enabled * Enabled for All Devices Except Recording-Enable abled for All Devices
( iLBC Codec Enabled * Enabled for All Devices Except Recording-Enable » Efizbled for All Devices m
Nt crrmr et e T Svices < Enablzd for All Devices —
Default Intraregion Max Audio Bit Rate * 64 kbps (G722, G.711) - 64 kbps (G722 G.711)
Default Interregion Max Audio Bit Rate * 8 kbps (G.729) » Bkbps (G.729)
Default Intraregion Max Video Call Bit Rate =84 384 B
(Tnclud Ludinl *

5. Click Save.

All phone devices that need to be recorded must be configured to use the G.711a, G.711u, or G.729
codec in the device’s profile; see the Cisco documentation or the switch technician for detailed
steps.
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Step 4: Obtain UCCX Port Number

1. Open the Cisco Unified CCX Administration application.
2. Browse to the System Parameters Configuration page.

3. Inthe System Ports Parameters section, find the RmCm TCP Port field and write down the value.

Firefox ¥

"~} Cisco Unified CCX Administration [+

alili,  Cisco Unified CCX Administration XERRRUEAY Cisco Unified CCX Administration + | Go |
€ISCO  For Cisco Unified Communications Solutions i CiscoAdmin  Search Docurmentation Logout

System  Applications  Subsystems  Wizards Tools Help
System Parameters Configuration

(& update € crear

— Status

@ Status : Ready

[»

Parameter Name Parameter Value Suggested Value

System Time Zone* Mountain Standard Time
Parameter Name Parameter Value Suggested Value
Customizable Locales ]
Default Currency” American Dollar [USD] ~ [ Edit | American Dollar
MedaParameters
Parameter Name Parameter Value Suggested Value
Codec 6T v 6711
User Prompts override System Prompts © Disable  Enable Disahble £
Parameter Name Parameter Value Suggested Value
Supervisor Access No Access to Teams v
Max Number of Executed Steps™ 1000 1000
Additional Tasks™ o 0
Default Session Timeout* 30 minutes 30 minutes
Enterprise Call Info Parameter Separator* 1 |
Agent State after Ring No Answer® ) Ready © NotReady Not Ready
Live Data - Short Term Reporting Duration 5 v minutes 5 minutes
Persistent Connection © Enable ) Disable Enable
Parameter Name Parameter Value Suggested Value
RMI Port™ 6999 -
(rmem e porr (12028 1) 12028
Master Listener TCP Port* [1994 \ 1994
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Step 5: Configure Finesse — Optional

This section configures Finesse to send information to the Encore server:

e Create an Encore Supervisor Account

e Download Finesse Self-signed SSL Certificate

Create Finesse Supervisor Accounts

One or more Finesse supervisor accounts must be created that Encore uses to get information for
the agents logged into finesse. Each Finesse supervisor account can monitor a maximum of twenty
(20) teams. If you have more than twenty teams with agents that need to be recorded, you will
need to create enough supervisor accounts to cover all necessary teams. Encore supports up to ten
(10) supervisor accounts for a total of 200 teams. If you need to monitor more than 200 teams,
contact your DVS technician.

Each supervisor account needs the following configuration:

The account must only be used by Encore.

The account must have Single Sign-on (SSO) disabled.

Teams to be monitored by Encore for agent recording must be in one of the account’s
Supervised Teams list.

Provide the DVS Installation Technician with the following information:

The fully-qualified domain name (FQDN) of the Cisco Finesse server.
The name and password of the supervisor account created for Encore.

Download Finesse Self-signed SSL Certificate

If the Cisco Finesse Tomcat software uses a self-signed SSL certificate, download the certificate:

1.

Sign in to the Cisco Unified Operating System Administration using the URL:
https://FQDN:8443/cmplatform where FQDN is the fully-qualified domain name of the
primary Finesse server.

Click the Security menu option and then click Certificate Management.

In the Find Certificate List where query, enter ‘Certificate’, ‘is exactly’, and ‘tomcat’ and
click Find.

Click the FQDN link in the Common Name field of the tomcat certificate record.

Note the expiration date of the certificate and set a reminder to generate a new certificate
before the expiration date and provide the new certificate to DVS support.

CAUTION If the Finesse certificate expires, the Encore system will not receive Finesse data
until a new certificate is applied.

In the Certificate Details window that appears, click the Download .DER File button to
download the file.
Provide the DVS Installation Technician with the DER file.
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Call Handling Scenarios

This section explains how different calls are displayed in Encore.

e Hold — When a call is put on hold, the recording is suspended. When the call is retrieved, the
audio is appended to the recording to create one audio recording.

e Consultation Call — If an agent is on a call and then places a consultation call, the first call is put
on hold and the recording is suspended. Assuming the called party is also using a recorded
phone, the consultation call is recorded as two separate recordings — one for each extension.
When the agent hangs up the consultation call and retrieves the caller, the two recordings end
and the first recording resumes; the second portion of the recording is appended to the first
portion. All three recordings have different Segment IDs (SIDs) and share the same Relation ID
(RID).

e Blind Transfer — When a call is blind transferred (also called an unannounced transfer), the first
recording ends after the agent presses the transfer button and hangs up the handset. The
second recording begins when the second agent answers the transferred call. The second
recording ends when the second agent hangs up the call. Separate SIDs are associated with each
recording and they usually share the same RID. If the call is transferred to an ACD queue or Hunt
Group, it may not be possible to show the relationship between the recordings and the same
RID may not be associated with both recordings.

e Supervised Transfer — For a supervised transfer, the first recording is suspended when the agent
puts the caller on hold to initiate the consultation call. The agent makes the call to the
supervisor and the supervisor answers. Two new recordings start, one for the agent and one for
the supervisor. The agent’s call data will show this as a consultation call. When the agent
completes the transfer, the agent’s first and second recordings end. The recording for the
supervisor continues, but will now reflect call data for the transferred party and will end when
either party hangs up. All three recordings have different SIDs and share the same RID.

e Conference Call - When an agent decides to bring a third party into a current call, the agent
usually puts the caller on hold to first consult with the third party. The first recording of the
agent and the outside caller suspends during the consultation call. Assuming the third party is
using a recorded phone, the consultation call creates two new recordings — one for the agent
and another for the third party. After the consultation call ends, the agent’s second recording
stops and the three parties are joined into the conference, the first recording resumes and it
ends when the agent hangs up. The recording of the third party continues until the third party
hangs up. All three recordings have different SIDs and share the same RID.

¢ Internal Call - If both extensions are monitored by Encore, two recordings are created — one for
each extension. Separate SIDs are associated with each recording but they share the same RID.
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Appendix 1: Single Number Reach Recording

To record Cisco Single Number Reach or Mobile Jabber Client requires a second server dedicated to
recording these calls. The Cisco UCM version must be 10.x or higher and there must be a compatible
CUBE device or Voice Gateway.

Configuration Steps:
1. Create a new SIP trunk that points to the secondary Encore server’s LAN address. Give it a name
that’s reflective of the secondary Encore server.
2. Create a new Route Pattern Definition using the newly created SIP trunk.

3. Create a new Recording Profile that points to the newly created Route Pattern Definition. Give it
a name that’s reflective of the secondary Encore server.

4. For Single Number Reach (SNR), open the Remote Destination Profile (Device | Device Settings |
Remote Destination Profile) and modify the needed records. In each record, in the Association
section and within the line appearance for the associated extension, scroll down to the Line <#>
on Device <name> section and make sure the following is set:

a. Recording Profile = Recording Profile created in Step 3 above. (This is what points to the
secondary Encore server.)

b. Recording Option = Automatic Call Recording
c. Recording Media Source = Gateway Preferred

5. For mobile Jabber clients, the steps are like Step 4, except these are considered phone devices
and would be listed as type Cisco Dual Mode for IPhone or Cisco Dual Mode for Android.

Appendix 2: Glossary

ACD Name
The CSQ Name.

ACD Number
The CSQ ID.

ANI

Automatic Number Identification. For inbound calls, this is the phone number from which the customer
is calling (may not be supported by the trunk). For outbound calls, this is the dialed number.

call direction

The direction is either incoming (inbound) or outgoing (outbound).
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call origin
One of the following origins is provided by the TAPI stream:

e Conference — The call originated from a conference call.

e External Incoming — The call originated as an incoming call on an external line.

e Internal Incoming — The call originated as an incoming call at a station internal to the same
switching environment. If using the UCCX, external incoming UCCX calls will always show as
Internal Incoming.

e Qutgoing — The call originated from this station as an outgoing call.

e Unavailable — The call origin is not available and will never become known for this call.

e Unknown — The call origin is currently unknown but may become known later.

call record

An entry in a database that holds the data associated with a call.

called ID

The ID of the station that receives/answers a call.

caller ID

The ID of the station that initiates/places a call.

connected identifier

Identifier for the party to which the call was actually connected. May be different from the called party if
the call was diverted.

consultation call

A call that is made while the customer (original call) is on hold. In the database, the Consultation Call
field shows Yes when the recording is a consultation call.

device name

Phone’s name usually contains the phone’s Media Access Control (MAC) address. This field allows
Encore to identify the physical device where the call is recorded.

dialed number

Captured for outbound calls and is stored in the ANI field.

digital recording

A method of recording that converts analog sound into a series of pulses that are translated into binary
code, which is read by computers.

DNIS

Dialed Number Identification Service. For inbound calls, this is the number the customer dialed or the
agent’s extension number (may not be supported by the trunk).
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encrypted calls

Calls that have the audio RTP packets encrypted. This prevents 3™ party applications, such as the Encore
system, from using the RTP packets for recording.

extension

The number associated with a person’s station. For the Cisco integration, the extension may be used as
an agent identifier. Extension and station are sometimes used interchangeably.

Extension Mobility

Cisco Extension Mobility allows a user to log into and out of a phone. It loads a user Device Profile
(including line, speed dial numbers, and so on defined for the user) onto the phone when the user logs
in.

external calls

In these calls, the calling or called parties are outside the PBX.

Fin Call Type

The Finesse call type of the recorded call.

Fin Login Name

The Finesse login name of the recorded agent.

Fin Team Name

The Finesse team name of the recorded agent.

global call identifier

Allows a call to be tracked as it moves through the call center (hold, transfer, and conference).

hold duration capture

The sum of all hold durations that occurred during the recording.

inbound

Calls which are received/answered by a recorded party.

internal calls

Calls made between extensions on the same PBX.

media encrypted calls

Calls that have the audio RTP packets encrypted. This prevents 3™ party applications, such as the Encore
system, from using the RTP packets for recording.
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other call ID

A unique call ID assigned by the PBX, showing the relationship to other call ID’s assigned by the PBX. For
example, this identifier allows the Encore server to relate the “customer-agent” call to the “agent-
supervisor” consultation call.

other party name

Name of the other party on the line with the person being recorded; may be blank if this is an external
call.

other party number

Number of the other party on the line with the person being recorded.

outbound

Calls which are initialed/placed by a recorded party.

pause/resume on hold

A method that pauses the recording of audio and screen when a call is placed on hold, and resumes
recording when the hold is taken off.

recorded party number

Extension of the recorded station.

Recording Notification Tone

This notification informs the customer that he is being recorded by playing a certain tone periodically
during the conversation. The tone may play for the agent only or for both the agent and the customer.

Recording phone calls in certain jurisdictions may require caller notification. If you are unsure of
whether this requirement pertains to your situation, contact the local public utilities commission.

redirecting identifier

Identifies the address that redirected the call; for a transfer call this is the transferring party.

redirection identifier

Identifies the address to which the call was redirected; for a transfer call this is the destination of the
transfer.

station

A phone connected to the PBX.

TAPI

Telephone Application Programming Interface. A telephony software interface included in Microsoft
Windows operating system that supports the incorporation of telephony control by other applications.

trunk

The connection between the phone company and the PBX that carries incoming calls.
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TSP Server

Cisco’s TAPI Service Provider Server. Used to control recording start/stop commands in Encore for the
Cisco integration.

uccx

Cisco Unified Contact Center Express is an IP-based Automated Call Distribution (ACD) system.

UCM

Unified Communications Manager. Cisco call-processing system; previously called CallManager.
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